4

TERRADOTTA

Description: Hosted and SaaS clients who have purchased Terra Dotta's standard integration will follow an
accelerated project timeline (after the technical kickoff meeting). To facilitate the accelerated timeline, Terra
Dotta will run daily check-in meetings with technical and functional staff. NOTE: The accelerated integration
timeline does not apply to clients who intend to implement the SEVIS module, as these projects typically last

longer.

This document outlines the deliverables that the client is responsible for completing by each day (June 22nd

- June 24th)

Deferred Fetch-Shibboleth Authentication

Deliverable

Weekly Meeting

Phase

Key Pair, post public key in integration case

Provide Public (4) IP Address(es) to SFTP

Test file to test SFTP/SSH connection

CNAME added to DNS

Provide CSR information (Custom URL)

Obtain SSL Cert (Custom URL)

Both Sample SIS file (Core and Custom) with final
parameter set

Provide all SCL info

Provide working test user credentials

Day 1: June 22nd

Planning Phase

Review applicant parameter settings

Set up job to automate nightly file generation

Day 2: June 23rd

Building Phase

Schedule process to pick up pool file

Testing/Final Configurations

Day 3: June 24th

Test Phase
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SSH Folder

[Carl Ellsworth] We have created an account for secure file transfer using sftp protocol. We require the
use of public key exchanges for the authenticated connection to our SSH server, rather than passwords.

Please generate a public key for the connection and attach to this case:(Attached is the document for
instructions on its use in a Linux and Windows environment to this case.)

e use SSH-2

e Dbit length: 4096

e username: USU-SA

e hostname: sftp-us-03.terradotta.com
e port: 22

Note: For the connection we need to white list your public IP in our SFTP server. So Please provide your
Public IP Address along with this case, maximum 4 IP address can be whitelisted.
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Generate a public key in a Linux Environment

How to create a new public-private key pair for
authentication to Terra Dotta SSH servers on a Mac

1.

2.

Launch Terminal from the Applications/Utilities folder or through Spotlight Search.
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In the terminal window, type the following command and press the Return key: ssh-keygen -b 4096
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JLast login: Mon Apr 13 @8:21:55 on cunsp'l.e
4 Th-MacBook:~ scottbh% ssh-keygen -b 4EIEIEU

Press Return again to confirm the default location in which the new key pair will be stored.

R . P S — e e 2 PR

TD-MacBook:~ scottb$ ssh-keygen
Generating public/private rsa key pair.
Enter file in which to save the key (/Users/scottb/.ssh/id_rsa): [|

Enter a passphrase that will protect access to your private key and press the Return key. This
passphrase should conform to secure password generation guidelines (i.e., be over 16 characters,
contain uppercase letters, lowercase letters, numbers and special characters, and should not be based
on personal information or any words in any language).
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R,

D scottb — ssh-keygen — 77x14
TD-MacBook:~ scottb$ ssh-keygen
Generating public/private rsa key pair.

Enter file in which to save the key (/Users/scottb/.ssh/id_rsa)
Enter passphrase (empty for no passphrase):
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5. Verify the passphrase and press the Return key.

i an 1 RS TETS . S S S—_— e Y S e e == PR SR ESReIER SRS S e e x

jTD—MacBook:~ scottb$ ssh-keygen

| Generating public/private rsa key pair. !
Enter file in which to save the key (/Users/scottb/.ssh/id_rsa): ‘
Enter passphrase (empty for no passphrase):

Enter same passphrase again: [J

——— < ——— ——r————————— —_———————— —r————————————————————

Be aware that your SFTP client may
require this passphrase to initialize a
connection successfully!

6. Record your passphrase and store itin a
physically secure location and/or in an encrypted file or password management software program.

7. You should see that the key has been generated and stored in the default location.

8. Type exit and press the Return key

9. Quit the Terminal application.

10. Open the Finder and go to the Go menu and select Go To Folder.

11. Inthe new window, type /Users/[YourUserName]/.ssh and press the Return key.



A

TERRADOTTA

Favorites

s Dropbox Go to the folder:
L

@ All My Files /Users/scottb/.ssh/

< iCloud Drive -MobileBackups

@ AirDrop
y/'-\; Applications

53 Desktop

Bj Documents .PKinstallSandbox .Spotlight-V100 .Trashes .vol
Manager

Cancel Go

0 Downloads
Pictures 2
51 Google Drive
Devices Applications bin cores etc
[1 TD-MacBook
Macintosh HD
- Q.Rgmgte DRisc " E

12. Copy the id_rsa.pub file from the .ssh folder to a temporary directory. You may use your Documents
folder, your Desktop, or you can create new folder in which to store the key.
13. You may communicate your public key to Terra Dotta in one of two ways:
a. Attach the id_rsa.pub as a file to a reply to the email that you received from Terra Dotta that
requested the key, or
b. Open the id_rsa.pub key in a text editing program (e.g., Notepad) and copy and paste its
contents into an email reply to the email that you received from Terra Dotta requested the key.
c. Loginto the TDS Support Portal and attach the public key to your integration case.

Important Final Step! Back up both your public and private key in a

physically secure location and/or in an encrypted file or secure
password management program.

If you have any questions about this process or encounter any errors while generating your keys, please log into
the Terra Dotta Support Portal and place a comment in your integration case.

Return to top of ‘Generate a Public Key in a Linux Environment’
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Generate a Public Key in a Windows Environment

How to create a new public-private key pair for authentication to
Terra Dotta SSH servers on a Windows server or Windows workstation

1. Download and install puttygen.exe from http://www.putty.org .

Binaries

The latest release version (bera 0.64). This will generally be a version

For Windows on Intel x86

PuTTY: putty.exe or by FTF
PuTTYtel: puttytel exe (or by FTP)
PSCP: pscp.exe (or by FTP)
PSFTP: psfip.exe (or by FTP)
Plink: plink.exe (or by FTP)
Pageant: {or by FTP)
PuTTYgen: puttygen.exe (or by FTP)

2. Launch puttygen.exe by double-clicking the file in your Downloads folder.

m Downloads [_[Ol=]
’7@\\7 )\7 ‘ & = Scott Burkstt - Downloads v & I Search Downloads
Organize v  Includeinlibrary = Share with v New Folder = -@'
2 . 21 HMame ~ | Date modified
- Favarites
B Desktop 317/2015 2:5¢
1 Recent Places
= Libraries

El Documents
r-;:" Music
|| Pickures

B videos

I3

2 items



http://www.putty.org/
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3. Inthe PuTTY Key Generator window, under the parameters heading, make sure that the type of key

generated is set to SSH2-RSA and make sure the Number of bits in a generated key is set to atleast
4096.

B PUTTY Key Generator ? |
File Key Conversions Help |
Key
Mo key. |
Actions
Generate a public/private key pair Generate
Load an existing private key file Load
Save the generated key Save private ke
Parameters
Type of key to generate: _ }
() SSH-1 (RSA) (®) S5H-2 RSA () SSHjrm—=
Mumber of bits in a generated key: 4056

4. Under the Actions heading, click the Generate button.

7 PUTTY Key Generator ? |
File Key Conversions Help

Key
Mo key. I

Actions

Generate a public/private key pair Generate

Load an existing private key file | Load

Save the generated key

Parameters

Type of key to generate: B B
() 85H-1 (R5A) (®) 55H-2 RSA () 55H-2 DSA

MNumber of bits in a generated key: 4096
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5. Move the mouse in the area underneath the green progress bar. Random movements of the mouse
allow the PuTTY Key Generator to increase the randomness of the key that is being generated.

B PUTTY Key Generator ?
File Key Conversions Help
Key

Please generate some randomness by moving the mouse over the blank area.

Note: This process may take
several minutes to complete!

Actions
Generate a public/private key pair Generate
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters
Type of key to generate:

S5H-1(RSA) @ 55H-2 RSA S5H-2 DSA
Mumber of bits in a generated key: .1395

6. Inthe key comment section, enter a comment that identifies the college, university or organization that
will be using this key and the date that the key is generated. For example, for a key that will be used for
Terra Dotta University that will is generated on November 4, 2015, the key comment might be “TDU -
4Nov2015”.

7 PuTTY Key Generator ?
File Key Conversions Help

Key

F_‘ublig k_eyfor pasting into Op_eerS_I-l__aLrt_hoﬁ_zed__ke_ys f_ile:_

|sshTsa Al
| AAAAB3NzaC lyc2EAAAABJQAAAGEAigwz/n S UIZZARbERVEmD4KLv Az D FyyCeVEm
nusxy/L 3us TrCQZdm NNW 76p AGAESLMJHsBIZrFErHFGI40 1PcCZ/DMbLkd ZzMoro
D543i1RIBUQPDWUEZb ZaXTulMw'Y Syec TWriZ UrD3AYn AHSh 5Df6jbnFOsSWTB
uV+=3IKZ19X5b30JZn¥R/Pg\VINUat TNb Ouwdeg TBOQ SBFBri 1dLvoO v
S - e — — -

Key comment: |TDU - 4Nov2015] |
Key passphrase: [
Confim passphrase:

Actions

Generate a public/private key pair
Load an existing private key file Load i
Save the generated key [ Save public key { Save private key {
Parameters

Tl'pe of key to generate: ) .

() SSH-1 (RSA) (®) SSH-2 RSA () 85H-2DsA

Number of bits in a generated key: 4096
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After the key has been generated, enter a passphrase that will protect access to your public and private
keys and press the Return key. This passphrase should conform to secure password generation
guidelines (i.e., be over 16 characters, contain uppercase letters, lowercase letters, numbers and special
characters, and should not be based on personal information or any words in any language). Do not
lose this passphrase. If necessary, record the passphrase and store it in a physically secure location
and/or in an encrypted file or secure password management program.

i PuTTY Key Generator ?
File Key Conversions Help

Key
Public key for pasting into OpenSSH authorized_keys file:

sshTsa ~
AAAABINzaC Tyc2EAAAABJOAAAGEAZaDb4ADAQEVR AwgyBJOOMs UMcTqZqvHrPQ
byc3vnBocYeIGEufal PRbf Zxde 3tibB4 2R YvZHmXX0 Ba2E/OMeCHZA NnRpw
+nCfql3ag480 2F Tk M35adbnen Q00 Bin6Svip X OmZuVzCe TR RS LaWae Zw'Yr/n
Rye51V85BmB80eZGjaFNa 7wgFHDIOwkQFDJRT AKGL+Rb YPXcZFAsA TU v

Key fingerprint: sshrsa 4096 d0:91:45:59:1cf3:e6:dd:78:36: 74:ac:3d:62.88 16

Key comment: rsatey-20151104
Key passphrase: I I

Corfirm passphrase:

Actions

Generate a public/private key pair Generate

Load an existing private key file Load

Save the generated key Save public key . Save private key .
Parameters

Type of key to generate: B B

() SSH-1 (RSA) (®) 55H-2 RSA () 85H-2 DSA

Number of bits in a generated key: 4096

Confirm the passphrase in the field below the Key Passphrase field.
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File Key Conversions Help

Key

Public key for pasting into OpenS5H authorized_keys file:

sshTsa ~
AAAABINzaC lyc2EAAAABIQAAAGEAZEDbAALAQE VI AwgyBJOOMs UMc7aZqvHrPQ
byc3vnBocYcJIGEUfaLPRbf Zdc 3iti584 2R Yv ZHmXHOBa2E/OMeCHANARpw
+n(fgl3ag48Q2F 1kM35ad5nen YxQ008nESvip X OmZuVzCe TRAR7S UaWae ZwYr/n

Rye51V25BmB8QeZGjaFNa TwgFHDIOlwkQFDJRTAKGL+RbYPXCZFASATTU v
Key fingerprint: |sshra 4096 d0:91:45:59: 1c13:e6:dd: 78:36 74 ac:3:62:8896 |
Key comment: |rsakey-20151104 |
Key passphrase: | |
——r [
Actions

Generate a public/private key pair
Load an existing private key file
Save the generated key Save public key | | Save private key |
Parameters

Type of key to generate:

() SSH-1 (RSA) ®) SSH-2RSA () SSH2DSA

Number of bits in a generated key: 4096

Be aware that your SFTP client will
require this passphrase to initialize a
connection successfully!
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9. Click on the Save public key button.

x
File Key Conversions Help

Key
Public key for pasting into OpenSSH authorized_keys file:
sshTsa ~
AAAABINzaC Tyc2EAAAABJOAAAGEAZaDb4ADAQEVR AwgyBJOOMs UMcTqZqvHrPQ
byc3vnBocYeIGEufal P Rbf 2 3itis84 2R Yv ZHm X X0 Ba2E/OMeCHANR Rpw
+nCfgl3ag4BG2F 1kM35adSncn YeQOoBin6Svip 4 0mZuVzCe TRAR7S LikaWaeZwYT/n
Rye51V85BmB80eZGjaFNa 7wgFHDIOwkQFDJRT AKGL+Rb YPXcZFAsA TU v
Key fingerprint: |55h-rsa 40596 d0:91:45:59:1cf3:e6:dd:78:36:74:ac:3d.62.88 f6 |
Key comment: |rsakey-20151104 |
Key passphrase: | |
Corfirm passphrase: | |
Actions
Generate a public/private key pair
Load an existing private key file - Load
Save the generated key Save public key | | Fave private key |
Parameters
Type of key to generate:
() SSH-1 (RSA) (® 5SH-2 RSA () 55H-2 DSA
Number of bits in a generated key: 4096

10. Navigate to a folder in which you wish to save the public key file, name the file id_rsa.pub and click the
Save button.

i Save public key as:
® ~ 4 [E » ThisPC » Documents w| @& | | SearchDocuments o

Organize = Newfolder = @

A Name Date modified Type s

8 This PC

[ 192.168.1.5 - Son No items match your search.

| Desktop

| Documents

4 Downloads

[ Kayla (woodley)

[ Lica (woodley)

b Music

&) Pictures

[B churkett (scottsp.

{8 Videos

£, Local Disk (C3)

. Data (D) o -

File name: | id_rsa.pub v|

Save as type: | All Files (1) ¥

(= Hide Folders Save Cancel |




VA
TERRADOTTA

11. Click on the Save private key button.

Q’ PuTTY Key Generator ?
File Key Conversions Help
Key
Public key for pasting into OpenSSH aLrthorized_keys file: )
sshTsa ~

AAAABINzaC Tyc2EAAAABJOAAAGEAZaDb4ADAQEVR AwgyBJOOMs UMcTqZqvHrPQ
byc3vnBocYeIGEufal PRbf Zxde 3tibB4 2R YvZHmXX0 Ba2E/OMeCHZA NnRpw
+nCfql3ag480 2F Tk M35adbnen Q00 Bin6Svip X OmZuVzCe TR RS LaWae Zw'Yr/n

Rye51V85BmB80eZGjaFNa 7wgFHDIOwkQFDJRT AKGL+Rb YPXcZFAsA TU v
Key fingerprint: |sshrsa 40596 d0:51:45:559:1cf3:e6:dd:78:36:74:ac:3d.62.88 f6

Key comment: rsatey-20151104

Key passphrase:

Corfirm passphrase:
Actions

Generate a public/private key pair
Load an existing private key file Load

Save the generated key Save public key . Save private key
Parameters

'!'_‘,_rpe of key to generate: _ ~

(_1S5H-1 (RSA) (@) S5H-2 RSA (_)S5H-2DSA

Number of bits in a generated key: 4096

12. Navigate to a folder in which you wish to save the private key file, name the file id_rsa.ppk and click the
Save button.

Important Note! Do not share your private key with anyone.
Anyone who has a copy of your private key can use it to
impersonate you on the Internet.

I Save private key as:

()\:P) | 4 - Scott Burkett - Downloads - tﬂ” Search Downloads
QOrganize ~  Mew Folder B2 = -@.
¢ Faverites = Mame + | Dt modtied [ Tvpe
B Deskiop

Ma items match your search,
1§ Downloads

1= Recent Flaces

- Libraries
3 Documents
d"‘ Music
[&=] Pictures

B videos

8 Computer
& 05(0)

€ Netwark ) |

File name: I id_rsa.pph

s

Sawe as bypet IPuTTV Private Key Files (*.ppk)

‘= Hide Folders Save I Cancel |

A
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13. You may communicate your public key to Terra Dotta in one of two ways:
a. Attach the id_rsa.pub as a file to a reply to the email that you received from Terra Dotta that
requested the key, or
b. Open the id_rsa.pub key in a text editing program (e.g., Notepad) and copy and paste its
contents into an email reply to the email that you received from Terra Dotta requested the key.
c. Loginto the TDS Support Portal and attach the public key to your integration case.

Important Final Step! Back up both your public and private key in a
physically secure location and/or in an encrypted file or secure

password management program.

If you have any questions about this process or encounter any errors while generating your keys, please log into
the Terra Dotta Support Portal and place a comment in your integration case.

Return to top of ‘Generate a Public Key in a Windows Environment’
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Custom URL DNS Instructions and CSR Request:

Please consult with your Integration Analyst before completing any of the steps outlined below as
they are to be completed in a specific order. This is done so that the project is completed
efficiently and effectively.

[Blake Rich and Eric Allen] The procedure for using a Custom URL entails the creation of a CNAME
record in DNS, aliasing a Terra Dotta host name.

1. The CNAME should reference USU-SA.terradotta.com.

Network admins: do not point DNS entries to the 'A' records/machine-host names for these intermediary
names. For example, if USU-SA.terradotta.com responds to pings as hosting-lou-140.terradotta.com, DO
NOT create your CNAME to alias hosting-lou-140.terradotta.com, only use USU-SA .terradotta.com. This is
to facilitate a seamless transition in the event of hardware or IP address changes on Terra Dotta's side.

After making the DNS change, please let us know and we will setup your site to accept traffic from the
custom URL.

2. Provide Terra Dotta with the following CSR information:
Common Name: studyabroad.usu.edu
Bit Length: 4096 bit
Organization:
Organization Unit: (The name of your office as reflected in the account settings of your
website.)
State:
City:

3. Generate SSL certificate: Once Terra Dotta receives the information required to generate a CSR (#2
above), Terra Dotta will provide you with a CSR to generate the SSL certificate to cover the post
login pages.

NOTE: Terra Dotta does not accept wildcard SSL certificates from clients. The SSL certificate you provide
must be associated with the CSR Terra Dotta will generate for you.

After a new DNS host name is configured for your site, any other websites or pages that link to your Terra
Dotta site will need to have their link URLs changed to the new URL. For that reason it's a good idea to wait
until after configuring the host name to establish any links.


http://studyabroad.usu.edu/
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Data Files

Please consult with your Integration Analyst before completing any of the steps outlined below as
they are to be completed in a specific order. This is done so that the project is completed
efficiently and effectively.

[Carl Ellsworth]

1. Core Data File should be named sis_user_info_core.txt and should contain only the following
column headers:

e UUUID e Email

e First Name e DOB

e Last Name e Gender

e *Middle Name e Confidentiality Indicator

2. Custom Data File should be named sis_user_info_custom.txt and should contain the following
column headers:

e UUUID e Major 1

e Class Level e Major 2

e Academic Level e Minor1

e Country of Citizenship e Minor 2

e Visa Status e Expected Graduation Date
e Cell Number e Preferred Name

e Cumulative GPA e Emergency Contact

e Financial Hold e Campus Address

e Academic Hold e Permanent Address

3. HR File should be named hr_user_info_core.txt and should contain only the following
column headers:
e UUUID
e First Name
e Last Name
e *Middle Name
e Email
NOTE: Column headers labeled with an asterisk (*) are not required.
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Provision via the SSH connection a SAMPLE of the data feed file(s) as defined at
https://tdsupport.force.com/support/articles/General/Data-Feed-File-Requirements (The extract file should
never be provided via a case ticket. Please SFTP/SCP it via the SSH connection.)

The sample file will be used as a template for the data loader and the intermediary data table, so it must be
an exact representation of the structure/columns of the eventual production file. (If HR/staff data will be
delivered in the same file as applicant data, the file must include a flag column indicating which records are
to be considered HR/staff.)

With these steps complete, Terra Dotta will proceed with reviewing the files and completing the SIS
integration and mappings.


https://tdsupport.force.com/support/articles/General/Data-Feed-File-Requirements
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Authentication

Please consult with your Integration Analyst before completing any of the steps outlined below as
they are to be completed in a specific order. This is done so that the project is completed
efficiently and effectively.

[Eric Allen] Here is an overview of Shibboleth User Authentication:

The Terra Dotta servers will act as the Shibboleth Service Provider. A directory in the Terra Dotta system
installation will be secured by Shibboleth, /secure. When a user needs to be authenticated, they will be
directed to the secured directory. The Shibboleth service will redirect the user to the Shibboleth Identity
Provider. The Identity Provider service is supplied/supported by the client. Once the user properly
authenticates through the Identity Provider service, various attributes are sent back to the Service Provider.
We parse the attributes and log the user into the Terra Dotta system as appropriate.

In order to set up Shibboleth authentication, we need the following:
1. Shibboleth Identity Provider metadata XML.: this XML contains the IDP URL, which protocol is
supported (SAML2, SHIB1, etc) as well as other things. These configuration steps are outlined
at https://wiki.shibboleth.net/confluence/display/SHIB2/Configuration.

1. Provide the full SAML2 Name for the UUUID attribute that will be sent back from the IdP. We
typically expect that this will be an oid number (example:
name="urn:oid:2.16.840.1.113730.3.1.3")

*To create the user account initially, TDS looks up the additional parameters in a file provisioned with
a full population of potential users based on the returned attribute.

1. Provide us with a required username and password for a test user so that we are able to test the
the authentication system while setting up the integration..

1. Provide us with the UUUID attribute value that we will be receiving back for the test user.
*The test authentication credentials are an important element that is required for completion of the
integration project. If a dummy test user must be created, please provide the dummy (generic) login
credentials when you submit the other information above.

After TD receives this information, we will provide you with our Shibboleth metadata to our staging
environment. Before setting up your shibboleth on the production environment, we will set everything up on
our staging server, once we can verify authentication we will provide you with our Shibboleth metadata to
the production environment. Once we are set up in production, our Shibboleth service restarts every
morning at 5 AM. After the shibboleth restart in production, the authentication process will be up and
running.



